


PROFESSIONAL ELECTIVE COURSES (PE III) 
 

S.No. Category 
Course 

Code 
Course Title L T P C 

1. PE CY20351 Security Governance, Risk and Compliance 3 0 0 3 

2. PE CY20352 Cloud Computing 3 0 0 3 

3. PE CY20353 Big Data Analytics 3 0 0 3 

4. PE CY20354 Software Testing 3 0 0 3 

TOTAL 12 0 0 12 

 
PROFESSIONAL ELECTIVE COURSES (PE IV) 

 

S.No. Category 
Course 

Code 
Course Title L T P C 

1. PE CY20451 Security Audit and Risk Assessment 3 0 0 3 

2. PE CY20452 Secure Software Development Life Cycle 3 0 0 3 

3. PE CY20453 Information Visualization 3 0 0 3 

4. PE CY20454 Android Security 3 0 0 3 

TOTAL 12 0 0 12 

PROFESSIONAL ELECTIVE COURSES (PE V) 
 

S.No. Category 
Course 

Code 
Course Title L T P C 

1. PE CY20551 Secure Software Design 3 0 0 3 

2. PE CY20552 Reverse Engineering 3 0 0 3 

3. PE CY20553 Biometrics and Security 3 0 0 3 

4. PE CY20554 Block chain Technology 3 0 0 3 

TOTAL 12 0 0 12 

 
PROFESSIONAL ELECTIVE COURSES (PE VI) 

 

S.No. Category 
Course 

Code 
Course Title L T P C 

1. PE CY20651 Criminal Psychology 3 0 0 3 

2. PE CY20652 Software Project Management 3 0 0 3 

3. PE CY20653 Social Network Analysis 3 0 0 3 

4. PE CY20654 Cloud Security 3 0 0 3 

TOTAL 12 0 0 12 

 
 



 

 

OPEN ELECTIVE COURSES (OE II) 
 

S.No. Category 
Course 

Code 
Course Title L T P C 

1. OE CY20903 Free and Open Source Software 3 0 0 3 

2. OE CY20904 Cyber Security Essentials 3 0 0 3 

TOTAL 6 0 0 6 
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TEXTBOOKS 

1. Michael Sikorski and Andrew Honig, “Practical Malware Analysis: The Hands-On Guide to 

Dissecting Malicious Software”, No Starch Press, 2012. 

REFERENCES 

1. Jamie Butler and Greg Hoglund, “Rootkits: Subverting the Windows Kernel”, Addison-Wesley, 

2005. 

2. Dang, Gazet, Bachaalany, “Practical Reverse Engineering”, Wiley, 2014. 

3. Reverend Bill Blunden, “The Rootkit Arsenal: Escape and Evasion in the Dark Corners of the 

System” Second Edition, Jones & Bartlett, 2012. 

  CO/PO MAPPING 

 
Mapping of Course Outcomes with Programme Outcome 

(1,2,3 indicates the strength of correleation)(1-LOW; 2-MEDIUM; 3-HIGH) 

 

 
CO 

Programme Outcome (POs) Programme 

Specific Outcome 

(PSO) 

PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO 10 PO 11 PO 12 PSO 1 PSO 2 

CO1 3 2 1 1 1 1 - - - 1 1 2 3 2 

CO2 2 2 1 1 1 1 - - - 1 1 1 3 2 

CO3 3 2 3 1 1 1 1 - 1 1 - 1 2 1 

CO4 2 2 3 2 1 1 1 - 1 1 - 1 2 3 

CO5 3 2 2 1 1 1 1 - 1 1 - 2 1 1 
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